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NPABUNIA

3a 6e30nacHOCT Ha y4eHuuuTe B

KOMMIOTbPHATa MPeXa B YYUIULLETO U B UHTEPHET
CY ,Bacun Jlescku”, rp. Anpunum

3a yyebHarta 2026/2027 r.

Tesy npasuna ca paspaborequ ot [bpiKaBHaTa areHumMa 3a 3aKpuna Ha NeTeTo, B NapTHLOPCTED
¢ nasra guvpekums ,50p6a ¢ OpraHu3MpaHata NPecTbnHOCT’, HauMoHanew uUeHTbP 32 bezonaced
MHTEPHET, MUHUCTEPCTBO Ha 06PA30BAHUETO U HayKaTa, PerMoHanHo ynpasneHue Ha 06pasoBaHMeTo —
Cobus-rpap, pproBoaMTENN Ha 06Pa30BaATENHU UHCTUTYLMK OT Cblo3a Ha PaboToarenuTs B crucremata
Aa HapogHara npocseta 8 bbnarapua, CAPYHEHUETO Ha AUPEKTOPUTE B CPEAHOTO 06Pa30BaHME Ha
PenivBnnka Bonrapus.

Uenwure Ha npasunara ca ga ce:
® rapaHTUPa NPaBoTo Ha YUeHUUUTE Ha 4OCTbN 40 NoAX0oAAtia MHOOPMAaLUA U MaTEPUAaNY B8 MPEXKET];
@ OCBULIECTBY NUEBEHLA Y CUHTESWPA HA e4HO MACTO MHPOPMALIUATA 3a CTIaCHOCTUTE B UHTEGHET;

& NPea0CTaBAT KOHKPETHY HaCOKU 33 3aKPUNa Ha AeTeTo 1 6e30NacHO NOBEAEHUE B KOMIOTbpHATa
MPEXa B VUUAUILE U B UHTEPHET;

® 10400pY KOOPAUHALUUATA ¥ OTTOBOPHOCTUTE HA YHACTHULMUTE U/UAM BCUYKM 3aHHTEPECOBAHY CTPAHN.
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OTroBOPHOCTTa 3a rapaHTUpaHe NpasaTa Ha AeLaTa ¥ 3alLUTa Ha TeXHUTE NHTepecH €
CNoAeNeHa OTrOBOPHOCT MEXAY CeMECTBOTO, 0BLLECTBOTO U AbpHaBaTa, 4pes HelHUTe Opraty 1
WHCTUTYLMK. BbIipeKu TOBa, Ta3n OTTOBOPHOCT & pasnpeje/ieHa, KaTo TA Ce Nafa MPYoPUTETHO Ha
CEMEeCTBOTO, MO-CRELMANHO Ha DOAUTENNTE, HACTORHUUMUTE, NONEUUTENUTE AN ADYTATE MU, DK
KOWTO JETETO € HAaCTaHEHO, Torasa Koraro e 6una npeanpueTa MAPKA 3a 3aKpU/ia No OTHOWEHNE Ha
Hero. OTUMTANKY TPYAOBATE aHraXMPaHOCT Ha POAUTENUTE, B HAKOW OT CyHauTe 1 TDYAHOCTUATE, KOUTO
U3MUTBAT B OTIEHMAGHETO M Bb3NUTAHUETO HA AETETO, B OCHOBONONArALMUA MEKAYHAPOMEH aKT 33
npasaTa Ha AeTeto KouBeHuuaTa Ha OOH 3a npasaTa Ha AETETO, KAKTO U B PEAMLIE HOPMATUBHY aKTOBE
OT HALMOHAHOTO HY 3aKOHOAATENCTBO, € NOCOYEHO KaK OBLLEeCcTBOTO, COLManHuTe 1 odpasosarenHure
MHCTUTYLMK, ¥ AbpiKaBaTa U3ITb/IHABAT Te3U CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aAeKBaTHa noaxpena
Ha CEMEeNCTBOTOC, 32 3aKpKUNa Ha AeTETO U 3a 3alLMTa Ha HeroBuTe npasa v uHTepeck. Coraacko
KouseHuuaTa ra O0OH 33 npaBaTa Ha JETeTo, DOAUTENNTE UMAT MbPBOCTENEHHA OTrOBOPHOCT 3&
OCMIVORBAHE BUCLIATE MHTEORCK Ha SETETO Aa SbAAT MbpPBOCTENEHHO ChobpaXkeHue. Popureante wiv,
CROPes CAY4as, 3aKOHHUTE HACTOMHKLM, MONEYUTENU UAN APYTU IULQ, NPU KOWUTO AETETO € HACTEHEHD,
HOCAT OTFOBOPHOCT 3a OTTAEMKAAHETC W PAa3BUTUETO Ha AeTeTo. [lbpraBaTa, Ypes HENHUTE CpraHi,
Tpabsa Ja npeanpueme NOAXOLALUM CTHMKK, 32 2 NOAKPENU POAUTENNUTE NPU USMTHBAHEHUETO Ha
TEXHUTE OTTOBOPHOCTM. AKO HAKOW POAUTENMN HE MOTaT WK CE 3aTPYAHABAT, TO B TE3W Cilyyau ce
HaMECBaT OTTOBOPHUTE AbDMABHU MHCTUTYLMU, 33 @ OCUTYPAT CNa3BaHETO Ha npasaTta Ha JeTeTo ¥
3300BOFBAHETO Ha HErOBUATE RYKON. 3ab/DKEHNE Ha ObPXKaBaTa e OCUTYDABAHE Pa3BUTUETO Ha
VHCTUTYLMY, 32BEAEHNS W YCAVIW. B Ta3y BPb3Ka PONATa Ha 06pasoBaTENHUTE UHCTUTYLMK €
UBK/IOUMTENHO BayKHa 1 KAK4YOBa. Te MoraT Aa A0npUHecaT 3a 00yYeHUETO U NpeBeHuMaATa Ha
DUCKOBETE HE CamMO Ha Aelata, HO ¥ Ha POAUTENIUTE, KaTo NO TO3K Ha4yuK MOraT A4a UMaT ABolHa NoAsa
32 geuaTa. B 1a3u nocoKa HaCTOALMUTE PaBUNa, 4aBaT OCHOBHU NO3HAHUA 3a ONaCHOCTUTE, KOUTO Kpue
BUDTYaJIHOTO NPOCTPAHCTBO © 14N OCUTYPABAHE 3aKpu/iaTa Ha AeTETO OT BPeAHU 3a Hero uHdopmaums,
Marepuanit 1 KOHTaKTH.

OcHoBHUTE NPUHLMNK 33 paboTa B KOMNIOTHLPHATA MPEXKa B YUUMUILE ¥ B MHTEPHET ca:
1. PaBer foCTbN Ha BCUYKK VUEHULK;
2. 3aliMTa Ha YYEHULMTE OT BPeAHO WK HE3aKOHHO CbAbPXKAHUE U MHDOPMaLUA
KATO! CaMOHaDaHABAHE, TLPrOBUA C HapPKOTULM, Xa3apT, NponaraHaupaHe Ha
BPELHK vi OMACHK HaBULUY 1 A8WCTBUA KaTO aHOPEKCUA, ByarmMus, nopHorpadus,
TONEPUPEHE HA Da3NUYHN POPMU HE HaCcCUUe, NPONOBALBAHE Ha TEPOPUILM,
@THUYECKa U PeNUIMO3Ha HETOJIEPAHTHOCT, CaMOyBMIACTBO U AD.;
2. 2a4UTIHE ¥ 3aLUVITE K2 INYHATA HENPUKOCHOBEHOCT;
4. TIOArCTOBKE 4 KOHTROA Ha Y4eHULmMTe 32 6€30NacHO 1 OTrOBOPHO NOBEAEHUE
QHNARH;

5. CoTPYAHWYECTBO B AYX Ha TONEPAHTHOCT U AO6POHAMEPEHOCT MEXAY YYMAULLETO
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U DOAUTENMTE/HAaCTORHULMTE.

KoMMioTbpHaTa MpeXka B YUMAMLLe Ce U3NON3Ba B NeAarormieckuTe curyauun 1 y4ebHu yacose
camo 3a obpasosatenyy Luenu. Lianarta mpexa obxsalia KOMNIOTPUTE, CBHP3aHM C Kabennu w/van
BEBKUUHY BDBIKK, CUTYAPAHU B KOMMIOTbPHUTE KabuHeTn, 060pyABaHU KacHU CTav i
aAMUHUCTPATUBHUTE NOMELLEHUA Ha 06pa3oBaTe/iHaTa MHCTUTYLUA, KaKTO U yCTpoiicTaaTa (nepconantu
cMmapThoHK, nanTonu v Tabnetn) ¢ 6e3rkuueH A0CTbN A0 UHTEPHET.

YueHUUUTE MMaT NPaso Ha:
1. PaBeH [0OCTHN A0 MDEXKaTa Ha 0bpasoBaTenHaTa UHCTUTYLLMA, C U3KAKOUYEHHE Ha
KOMTIIOTPUTE B 3AMUHUCTPATUBHUTE NOMELLIEHUA.
7. PaBoTa ¢ yCTpORCTBaTa (KOMMIOTRY, ANTONU 1 Tabnetun) B mpexkata ¢ nogkpenarta
Ha NeAArCruiecKu Cneumranucr.
3. Obyuenue 3a be3onacHo ¥ OTTOBOPHC NOBEAEHUE B MperXKaTa Ha obpasoBaresiHaTta
WHCTATYLUUA U B MHTEPHET.
4. Andopmatius 33 npaBunaTa 3a pabora B mpeara.
5. CuirypHa yuopoBsa cpepa B YYUNULLETO.
5. [TonzBaHe Ha MOSUAKUTE CU YCTPOMCTBA U3BBH yuebHuUa npouec (nouviskara u
MENKIYHACKATA), 8 NPK W3PUYHO YKasaHKe Ha yYuTen — u B yuebHUa yac/neaaroruueckara
CUTYaLKa 32 Lenure Ha yuebHua npouec.

BAMHO!

Mpaeunara 3a BescnacHa paboTa B UHTEDHET, KOMTO YUEHULIUTE Ca 33Ab/MKEHM L2 CNasBearT, ce
NOCTABAT Ha BUAHO MACTC 8 0Opa3oBaTeiHaTa UHCTUTYLUMA, KaKTO U B KOMMNIOTHPHUTE KabuHeTw, Taka u
Ha caiTa Ha yumnuileto. B Hayanoro Ha yuebHaTa rogmHa nNo NOAXOAALL, HAYNH BCUYKM AeUa 1 TeXHUTE
DOAUTENN/HACTOMHULIM/NONeYUTENY: Ce 3aN03HaBaT C TAX. [eaarosuTe NEPUOANYHO HANOMHAT 33 TAX U
32 CUTYDHOCTTA B MHTEPHET B NOAXOAALLM POPMU 11 ACWHOCTY, B KOUTO CE& BKNOYBAT YUSHULLUTE U
DOLUTEAUTE WM.

Yact l.

OTroBOpHOCTY Ha PLKOBOAUTENUTE HA 06PA30BATENIHUTE UHCTUTYLLIUM, Ha NPODECUOHANUCTUTE,
paborewy ¢ geua u ¢ uHGOPMaLUOHHO-KOMYHUKALIMOHHY TeXHoAoruM [UKT)

ANPeKToPLT HA YYHANLLETO:

L. OpraHusupa AeWHOCTTa NO U3MBAHEHUETO Ha Te3n npaBuaa, n ocurypasa A0CTbI 40 KOMNIOTbhpHaTa
Mpea, eGeKTUBEH ¥ NOCTOAHEH KOHTPOA, NNaHUPAHETO Ha MEPKU NO OpraHu3aumaTa 3a cnasBaHe Ha
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rpasuiaTa 3a paBoTaTa Ha Y4EHNLMTE B MPEXKETa U 3aLLMTa OT BPEAHO MAM HESAKOHHT ChADbPMHAHNE B
UHTEPHET.

2. OcurypaBa rpy TEXHUYECKE Bb3MOXKHOCT NpoCc/ieAaBaHe Ha TpaduKa, OCHLIECTBABAH YPE3 MPENKATa
Ha 0bpa3oBaTeNHATA VHCTUTYLUA.

3. [1p¥ KOHCTaTUPaHE Ha Cly4au Ha KMGEePTOPMO3, HE3AKOHHO ChAbPIKaHUE W NOBEAEHUE B MPEXETa Ha
oBpazoBaTenHaTa UHCTUTYLIMA /UK B UHTEPHET YBEAOMABA He3abaBHO KOMMETEHTHUTE Opraku —
Huperuua ,,Coumanto nognomarare”, no mecronpebusasaHe Ha AeTeTo u MnaBHa AnpeKums »bopba ¢
OPraHuzMDaHaTa NBECTLNHOCT , CNeUNanU3UPaHUAT oTaes ,KubepnpecrbnHocr” #a MBP. B resun cayqan
OK@3B3 HYHHOTO CHAENCTBUAE Ha KOMIETEHTHUTE OPraHK C Uen YCTaHOBABAHE Ha U3BDPLUWTENNTE Y
npeanpuema MEPKM 33 IPOTUBOAENCTBYE 1 NPeMaxBaHe Ha CbOTBETHOTO ChAbPKaHUE OT Mpexarta Ha
obpasopaTtenHara uHCTUTYUMA. MOXE A3 NO/y4YaBa Y KOHCYATaHTCKa NMOMOLL, OT HayuoranHua UeH™p
33 He30naceH UHTEPHET.

4 OpraHvsmpa B Ha4anoTo Ha BCAKa yyebHa roanHa 3an03HaBaHe Ha YHERKLUTE U
poAUTEnUTE/HacTOMHKLMTE C NpaBuiaTa 3a 6esonacHa pabora B8 Mpexara.

5. Ocurypsia OTrOBOPHO IMLE (CYYKUTEN AU HAET BbHLUEH CNeLUanuCT), KOeTo Aa U3Nb/iHABa
GYHKLUMUTE Ha CUCTEMEH aAMUHUCTPATOP.

Yumurenute, neaaroruyecKnTe CnewuaiucTu U pbkosogurenure no Hanpasnexve MKT ca poinn fa:

1. PasacHaBaT npasunara 3a 5e30NacHO U OTFOBOPHO nNoBeAsHue npu padoTa B8 mperkara Ha
oépaaoBaTenHaTa MHCTUTYUMS U B UHTEPHET.

7. DChULeCTBABAT NOCTOAHHO HaBNIOAEHME U KOHTPON BbPXY paboTaTta Ha YUYeHULMTE B MPEXara Ha
oBpazoBaTenHaTa WHCTUTYLUA B yuebHO Bpeme.

3. Nipegnpuemar HesabasBHy MEPKU 32 NPEYCTAHOBABAHE Ha JOCTbINa Ha YYEHULIUMTE A0 HE3AKOHHO ¥
BPEAHO ChADDMAHUE B MPEXKaTa.

5

4. Ypepomasart HezabasHO LVPEKTOPE Ha YYUIULLETO NPU HapyllaBaHe Ha NpaBunata, Ciy4au Ha
Kwﬁep‘ropmos “ny Npu yCraHoBABaHE Ha HE3aKOHHO U BpeaHO CbAbpXXaHUue Uan nosegeHune 8 mpexara.

5. OKasBaT nogkpena Ha yyeHuum — 06exT Ha KubepTopmos, Ypes MbPBOHAYANHA NCUXONOTAYECKE
NOAKDEN2 OT VUUAULLHKA NICUXONOT 22 CHUXKABAHE Ha HanpeXeHNeTo y AeTeTo.

5. Cursanusnupar npu Heobxoaumoct dupekums ,CoumanHo nognomaraHe” no MecToxmnseeHe Ha
VUEHUKA C et OLLEHABAHE Ha HY)XKAATa OT HAaCOYBAHE KbM COLIMANHU YOIy 33 OKa3BaHe Ha
nociefBalia nogKrpena.

CyCcTeMHUAT agMURUCTpaTop (caykuren B 06pasoBaTenHaTa UHCTUTYLIUA WAKW HaeT BbHLIeH
cneumnanucr:

Ocurypnasa obiiara 5e30nacHoCT v QYHKUMOHANHOCT Ha Mpesara.
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2. NpeAnara v NpuUnara MEPKH, OrPaHKYaBalLy AOCTBNA HA YHEHULUTE A0 BPEAHO UMk HESAKOHHC
ChAbPKAHUE ¥ NOBEAEHUE B UHTEPHET B CbOTBETCTBUE C AeHCTBALLOTO 3aKOHOAATE/ICTBO Ha Penybauka

Swrirapus

3. M3BbpLUIBA NEPUOAMHEH NPEries Ha KOMNIOTbPHATa MpeXa Ha 0BpasoBaTteiHaTa MHCTUTYLMA 33
Ha/IUYME Ha BB3MONHY 32MaXM U DUCKOBE 33 CUIYPHOCTTA Ha YYeHUUmMTe npu paboTa B MHTEPHET.

4. Cnepy TpadmKa, OCHUECTBABAH YPe3 KOMMIOTbPHaTa Mpexa Ha 0bpa3oBaTeHaTa MHCTUTYUMA.

5. fipeanpuema He3abaBHU MEPKY 33 NPEeYCTaHOBABAHE Ha AOCTbNA HA Y4EHULMTE 1O HE3AKOHHO #
BDEAHO ChAbPMKAHUE B MPEXKATa.

6. Yeeaomaea He3abaBHO 4MPEKTOPa Ha YYMAULLIETO NPU Cy4am Ha KbepTopmos, HapywaBaHe Ha
npasunara uav Nov YCTaHOBABAHE Ha HE3AKOHHO CbABbPXKAHWE UNK NOBEAEHWUE B MpekKaTa.

7. CoAeiicTBa 3a YCTaHOBABAHE Ha U3BBPLLUTENU HA KMBEPTOPMO3 M NPUAara MEPKY 3a OrpaHuuasaHe
Ha TaKuBa cayyau.

Yacr i,
iipasa ¥ OTTOBOPHOCTU Ha poguTenure
i. Pogurenure umar npaso ga:

1. Monyyasar MHQ)OpMaIJ,Mﬂ 32 PUCKOBETE ¥ 3an1aXuUTe 3a 6e30nacHOCTTa Ha TeXHUTE Leua npu p360'ra 8
WHTEPHET 8 VUUAULLETO W BKDBLUA.

2. bbaaT cBOeBDEMEHHO UHPOPMUPAHHM, aKO AETETO UM e 0BEKT Ha KUBePTOPMO3 B YHUAULIETO.

2. Y4acTBaT ChBMECTHO C PbKOBOACTBOTO Ha 06pa3oBaTeNHaTa MHCTUTYLMSA NPy DaspelliaBaHe Ha BCeKy
KOHKpeTer Npobiiem, CBBP3aH C HapyllaBaHe Ha NpaBuiaTa OT CTpaHa Ha TeXHUTe Aeua.

4. Y4acTBaY Che CBOM NDEL/IONEHUA B ONPEAENAHETO Ha Npasunarta U MepKuTe 3a HesonacHo
M3MNOM3BAHE Ha UKTEPHET B YUUAMLIETO.

5. Monyyat nndopmaums 3a uHGOPMALKOHHO-CUTHANU3AUMUOHHN NNAaTGOPMU KaTO
www.gdbop.bg;

www.cvbercrime.bg:

www.spasidete.com;

www.safenet.bg;
www.facebook.com/bgcybercrime.
2. Popurenure HOCAT OTFOBOPHOCT Aa:

1.MlomorHar Ha 4eTeTo Cu A2 U3rpaM YMEHUR 3a OHNalH obLiyBaHe u 6e30MnacHo 13NoA3BaHE Ha
UHTEpHeT.
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2. OChiLecTBRBAT NOCTOAHEH KOHTPO/ 33 CUINYPHOCTTA Ha AGTETO C1 B UHTEPHET.

w

. NpoABABAT UHTEPEC KbM aKTUBHOCTTa Ha [IeTETC CU B MPEXKaTa, BKNIOUYUTE/NHO U Cb3/1aBaHETC Ha
nOOGUAY B COLMANHA MPEXI U PErUCTPaLUM B CaliTOBE M MOBUAHMN NPUNOMKEHNS, KEKTO ¥ 2 PasACHAT
NOCNEACTBNATE OT Ch34aBaHETO W/ WY DAsNPOCTPAaHEHUETO Ha ONPeAEeHO CobPrKaHNE.

4, Ty YCTaHOBABAHE, YE AETETO UM € XKepTBa Ha kKnbepTopmos, Aa CUrHaNU3upaT Ha OTAEN
,KubepnpecrenHoct’ Kem [nasHa anpexuus ,bopba c opraHmsupaHara npecTbnHocT”
{http://www.cybercrime.bg/bg), unu UenTbpa 3a 6e3onaceH untepHer (https://www.safenet.bg/},
KaKTO U MOTaT fja NOTbPCAT chagicTaue ot [upekuma ,CoLunanHo nognomaraHe” no MecToXmUBeeHe Ha
AEeTETO C e/ OKa3saHe Ha NCUXONOryecka NoaKpena Ha AeTaTo. B To3un caydaii Tpabsa 43 YRe4OMSAT ¥
AUAPeRTOPE Ha 08pa30BaTenkarTa MHCTUTYLUA.

5. CoXDaHABAT 34PaBETC HA AGTETO, KaTo NPOCNeAABaT BPEMETO 33 U3NOA3BaHE Ha UHTEPHET.

6. YBeomsaT fUPEKTona Ha o6pa3oBaTenHaTa UHCTUTYLMA, KOTaToO UM CTaHEe U3BECTHO, Y& AETETO WM &
o6eKT Ha TOPMO32 OT APYrO AETE, C KOETO € B €HO U CbLI0 YUUAULLE.

Yacr L.
O6usm npasuna 3a 6esonacHo obulyBaHe B MHTEPHET 3a YUYSHULKTE
(apanTupaHu 3a Tax)

KaTo yyeHuK CoM [/TbXKEH [a Cna3samM CnefHUTe NpaBuaa. AKO Ce 3aTPYAHABAM B TAXHOTO
pasbupare, Mora ga noayda NOAKPEna OT POLUTEN UM OT YUuTen, 3a Aia MU BbaaT 0BaCHEHN:

1. [a He gasam n4Ha MHPOPMaLUWMA: vMe, aApec, Naposia OT ENEKTPOHHA NOLWE, IPOGUA 8 COLUANHA
MPpEXa, n4eH TenedOHEH HOMED, YHUAULLETO, B KOeTO yya. OT cTpaHa Ha obpasosaTenHara
MHCTUTYLWA CAenBa Aa ObaaTt NpesnpueTH HeobXxoauMUTE AENCTBUA POAUTENUTE Aa GbAaT 3ano3HaTY ¢
TEXHWUTE Npasa 1 OTFOBOPHOCTU U C NpaBunata 3a 6esonackHa paboTa B UHTEPHET, KOWTO YHEHULMTE Ca
2a4b/DKEHM 3 Cnaseat. YBeAOMABaHETO MOXe fa 6bae B YCTHA WM NUCMeHa popma, KaTo 3a
NpeanoYUTaHE & NUCMEeHaTa Takasa.

2. [la He gasam KHGOPMALMA 33 MecTopaboTaTa UAM iM4eH u cayxebeH TenedoHeH HOMED Ha
DOLWTENUTE, HAaCTOWHNLUTE, BANSKUTE, NPUATENUTE, CbYYEHULATE U NO3HATUTE CU BES TAXHO
paspeuieHue.

3. [la He ©3NpaLiam 1 Ja He KauBaM OH/IalfiH CBOW CHUMKM 1 Buaea, 6e3 npeay To8a 4a e 0B6CHAEHO
B3€TO PELLEHUE ¢ POAUTENUTE MU.

A

4. 12 He M3Npawam 1 1a He KauBam OHNAMH CHUMKM U BUAEA HA NPUATENM, ChYHEHULM, POSHUHM,
vuuTeny, 6ausku, nosHaTt u 4p., 6e3 npeam Tosa Aa € 06CHAEHO C TAX, @ B CAIYHAUTE, KOFaTo Ce Kacae 3a
MOU NpUATENY, Chy4eHnUY, A3 © CblNacyBaHO OT TAXHA CTPaHa U C POAUTENNUTE UM.

5. fla He OTrOBapAM 1 A3 HEe OTBAPAM NpUKaYeHU PaiiNoBe Ha ENEKTPOHHA MOILA, NOAYHEHE OT HENO3HAT
noparen. TA MOXE 43 CoibpiKa BUPYC WY APYra 310BpeaHa NPOrpama, KOATo Aa yBpeam
KOMNIOTBPE/ Tenedpora/TabneTa MK A3 O HaNPaBy YASBUM 33 BbHLIEH AOCTbN.
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6. Lile ce NOCLBETBAM C POAUTENUTE CH/yuuTen, NPeAU Aa CBaNA UAN WHCTaAUpPam HOBa
nporpama/npUNOKEHNE Ha KOMIIOTLD, TENEPOH, Tabner, KaKTo U He NPasA HULLLO, KOETO MOXKe [a
YBDEAM KOMMIOTHPE WM YDes AaAeHO AeiCTBUE A3 Ce PA3KPUAT AaHHM 32 MEH 1 CEMENCTBOTO MM,

7. HeuiaTa, KOUTC NPaBs B UHTEPHET, He TpAGBa fa BpeAAT Ha APYrv Xopa UK Aa NDOTHBOPEYaT Ha
YCTAHOBEHUTE NPABUAA {4ACT OT TAX Ca YOESEHM B 3aKOHU).

2. Vi3BECTHO My &, ue e 3abBpaHeHo Aa ce U3NO0N3B2a YYKAO NOTPEBUTENCKO UMe, NAapoNa Y ENEKTPOHHS
noia.

3. [la He NULWA ¥ 3 He Ka4BaM HULLO, KOBTO MOXE Aa € 0BUAHO N YHUSUTENIHO 38 MEH UK 33 ApYv
Xopa.

10. He3aBasHO nHOOPMAPaM Bb3pacTeH (DOAUTESN, YUUTEN, LUPEKTOD, NEAAroryHecky CbBETHUK),
KOFaTo NONaaHa Ha maTepranii, KOUTO Me KapaT Aa Ce YyBCTBaM HeyA06HO unu Ha maTepuany C BPEAHO
1A/ HE3AKOHHO ChAbPIAHUE, KOETO MOXKe aa 6bae nopHorpadus, NPONOBAABAHE Ha HaCUAWE U
TEPOPUIBM, ETHUYECKAE Y PESIUTUO3HA HETONIEPAHTHOCT, TbPrOBUA C HAPKOTULIM, Xa3apT 1 4Ap.

11. [la He oTroBapam Ha CbOBULIEHWR, KOUTO Ca OBUAHM, 3aNNALIUTENHU, HENPUAUYHI AKX Me KapaT 42
ce uyscTaam HeyaoBHo. ViHbopMrpam pOAUTEIUTE CU/KNACHUA PHKOBOLAUTEN, VUMUTEN, OUDEKTOR,
AEAATCIUYECKH ChBETHIK 32 TaKKBa ChOOLLIEHUS.

17. AKC HRKOV me 0BWKAa v TOPMO3K OHNAMH, He OTroBapam. [loKNaaBam ro Ha OTrOBOPEH
8b3pacTer (poJUTEN, YYUTEA, ANPEKTOD, TeAarorMyecku CbBeTHUK). Mora 1 cam Aa A0KAaABam, KaTo
noAam CUrHas Ha camus calT UK Ha nocoveHuTe agpecu: www.gdbop.bg; www.safenet.bg;
www.cvbercrime.bg; www.facebook.com/bgeybercrime; www.spasidete.com v ro 6roxkupam. lobpe e
A& HATNDEBR BEAHATE EKPaHHA CHUMKAE {CKPUMHLIOT) Ha CbOTBETHUA PA3rOBOP UMM ChABPMAHUE KaTO
E/IeKTDOHHO AOKa3aTesICT30, HOBTC NPeAaBaM Ha OTTOBOPEH Bb3PACTEH (POLUTEN, YUUTEN, GUPEKTOD,
NENATOTUYETKY CHBETHUK!.

13. BHumasam, KOraro pasrosapam & 4aT. [lomHa npasuno Nol: ye xopaTta OHNaMH He BUHary ca Tesu, 32
KOUTO Ce NPencTasaT ¥ MOraT 4a TbPCAT onpegenieHa MHGOPMaLIUA, C KOATO £a 310yNOTREBAT ¢ MeH uau

¢ apyrute xopa. [pasuno Ne2 e ye He NPaBA HULLO Ha APYT HOBEK B MPEXaTa, KOBTO HE UCKaM Aa Mi €&
CAYYM U Ha MeH.

14, Ako ce cayun fa nonaaHa Ha MHGOPMaLUs UaK ApYro CbabpiKaHue B Mperkarta, KOETo He Mu
Xapecsa wiu Me NAaLliu No HRKaKbB HauMH, MOra Ja NOSam CUrHaM Ha AeHOHOWHaTa ¥ Se3nnaTHa
HauucHanHara TenedoHHa 1MHUA 3a geua 116 111, Ha otaen ,KubepnpectbnHocr” Ha TABON
(http://www.cybercrime.bg/bg), Ha LieHTbpa 3a 6e3onacen uHTepHeT Ha agpec: www.safenet.bg, wau
Ha Texrnua Tenedpon 124 123, uam npez vaT-mogyna Ha www.safenet.bg .

15 Tpabsa na He npuemam Cpelly C ML, C KOUTO CbM Ce 3an03Has/a B MHTEPHET, OCBEK ches,
ChiNNaCHeTo Ha POAUTENUTE Mu. [TOMHS, Ye XopaTta, C KOUTO Ce 3an03HaBaM OHMaH, HE BUHATY Ca Tesy,
33 KOouTO ce npeacrasar. OnurTsam ce BuHaru fia rnposepaBam Zanu YOBEKbLT OTCPEILA HAUCTUHA € TO3u,
33 KOroTo Ce NPeAcTaBs YPEs NpoBepKa No UMe, UMEe/, CHUMKA 1 KOHTPOIEH BBNPOC, Ha KOUTO By
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TpsaBBano Aa 3Hae OTIOBOPA, aKO € HaucTUHa To3K. [pU CbMHEHNE MOXKe [a NI0AaM CUTHaN UK aa
NOTHPCA ChBET Npe3 calita Ha LieHTbpa 3a 6e3onaceH uHTepHeT www.safenet.bg.

16. Manon3sam HAcTROWKKTE 32 He30NacHOCT Y 3aWmMTaTa Ha IMYHUTE AaHHW Ha COUMAJTHUTE MPERKHK,
MOBUNHUTE NPUAOHKEHUA 1 Bpay3bpure.

17. Yanonssam GyHKUMATaE 33 He30nacHO cbpdupaHe. [la He nocellaBam CaliToBe B MHTEPHET, KOUTS €2
ChC ChAbPIKEHME, HENOAXOARLLC 33 AETCKa ayAUTOPUA.

18, Vi3nonssam TOYARY (BN, € TNaBHYK 1 MaaKu BYKBU, UMY U CieuManHu3HaLM] 1 DasAnYHK 33
BCEKM CalT naponu.

19. ¥isnon3Bam aHTUBUPYCHa NPOrpama, KOATO CiesBa PeAOBHO e ce 06HOBABA. 3aeHO C OTFOBOPHUTE
3B3PacTHU (POAUTEN, YUUTES, OUDEKTOP), NOAADPIKAM NOCNEAHUTE aKTYaNU3UpaH BENCHM Ha BCUUKK
HOTPaMY M NDUACIHKEHUA.

20. Ao nonzsam 0B KOMNIOTPK, BUHarXk NPOBEPABAM Aa/it CbM U3NIA3BA/U3NA3A2 OT Npoduaa cu,
CAE[ KaTo CBbPLWN Yaca. B cayvail, 4e HaMeps YCTPOWCTBO, Ha KOETO APYr YYEHUK € paboTus, HO He e
3aTBOPWJ Npoduna v, BeaHara e 13na3a 6es Aa npernexaam, NPOMEHAM Unu A405asam uHGopMaLms
3 nipoduna my.

1. TpndBa pa nmam Npeasus, 4e Korato ny6auKysam HeBAPHa U u3onaueHa uHbopMmaLma 3a Apyr
UOBEK, 40D C SCHETa MUCDJY, Ye TOBa € Lera, TOBa MOXe [la J0BeAe A0 310ynoTpeda U A0 HENPUATHY
MIPEKNBABAHWA 33 TO3Y YOBEK.

CbBETH 3A 3APABETO
3a pa paborure Ha komnoTbp, 6e3 Aa yBpeauTe CBOETO 34pase, peayBait BPEMETO CU 8
OHIalH ¥ 0GNaitH CPe/a, KaTo cnasBaiTe cAeAHUTE NPaBUAa:
33 A2 He YBPEAUTE 3PEHUETO CH:
' pascroaHneTo mexay ounte u MoHuTOpa Tpabsa Aa Gbae OKONO NONOBUH METLD;
' D23CTORHUETO MEXAY OUMTE U Knasuatyparta aa 6bae OKO/I0 NONOBUH METh;
/ BbOXY MOHKTOP2 He TpAbBa Aia nonaaa npAKa C/ibHYeBa CBET/IMHE;
V' He paboTK B CTan, KbAETO MMa CMECeHa CBETAIMHA — CTbHYEBa U U3KYCTBEHS;
v BPEAHO 32 OUUTE €, KO 33 MOHUTOPA Aa UMa nposopet; 6e3 wopwu 1 3aBecu;
v 33 ga oTNOUMBAT OUMTE, OT BpEME Ha BpeMe OTMeCTBaiiTe nernejaa ot MOHKUTOPaE ¥ nornexaat
NPEs N1Pozopeua nan KbM Hai-4aneyHuna Kpai Ha CTanaTa BbpXy AanedyeH 06eKT:

/ eZuH MbT B roAnHaTa NpoBepABait 3peHNeTo cu npu oueH nekap (odpranmonor).

fipu pabora ¢ khaBuarypara:
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/ He riperbaaii KUTKaTa, KOraTo NMLLEL;

/ croBaii 1EXO NPBCTUTE Ha PbKaTa 1 OTNYCKai naneua;

v nofpe e na N3NON3BaLL KNABKATYPa C KNABHLUIK, KOUTO Ca NOA JIEK HAKAOH.

flou pabora ¢ MmuLLiKa:

«/ muiKaTa Teabsa aa Sbae ¢ pasmepa Ha ANaHTa;

o He ABYKM MULLIKETA CAMO C Naneua v Mankua npber;

 110/13Bal NOAXOAALLA NOAJIONKKA 33 MULLIKATA.

Mebenure

W cTonsT Tpabea aa Obae Ha Kosienla, ¢ perynimpyema BUCOYMHA Ha cefianikara U
oBnerankara, KoaTo TpabBa sa oCUrypu onopa Ha rpbbHauHKA CTbA6 B 06NRACTTa Ha KPBCTA,;

« BropoTo Tpabea aa Gbae crabuaHC U YCTOWUMBO Ha BUBpaLymu.
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CXEMA 3A YBEAOMABAHE B CNTYYAN HA KUBEPTOPMO3

e-mail : info-1100108@ed

u.mon.bg
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KPATBK PEYHUK U AAONB/IHUTENHU CbBETHU:

KAYBAHE W CROAENAHE HA CHUMKM — CHUMKY AU BUOEO HA ZETE, YHEHUK, DOANTES, YUUTES,
AVNPEKTOP, NICUXONOT, PECYDCEH YUNTEN, BAU3KY, NPUATEAY, NOSHATU UM HENO3HATYH MUa Ca NYONIUYHO
LOCTBHY M3000aXKEHWA B UHTEPHET, KOUTO MOFaT Aa Ca KaueHu OT POAUTENNTE UK ADYIY YNeHOBE Ha
CEMEMCTBOTO, NPUATENN, CoYHEHULM 1 AD. Te3U, KOUTO Ca M1 CNOABNMUAN/KAUN/IV B UHTEPHET, MOXKE Aa
“MaT M3UANC [o6pY HamepeHUa KbMm Hero/Hed. Korato ce Kacae 3a CHUMKM, Ha KOUTO He CTe aBTop,
ChiuTe He moraT A3 ObAaT NoN3BaHY 1 NONYAAPU3MPaHU 6es CbrnacueTo Ha TEXHUA aBTop. Ho Takosa
ChABRMKAHUE MOWE 12 HAKDPHABA NMUYHOCTTA U JOCTOMHCTBOTO Ha AMLETO. lpenopbunTenHo e no
HUKAKDLE MOBOZ Ag HE CE Ka4BaT CHUMKM Ha AETE, 33 KOUTO MMa U Hal-ManKkoTo ChbMHEHUE, Y& MOoraT Aa
WMy HaBpensaT n 683 HeroBo chrnacue. Crio4eNnsHeTO Ha CHUMKM € YeCTO CPeLaHo ABIeHUE B CoLManHuTe
MPENY, 23T0Ba OCHOBH2 NPEnOpbKa &€ NofobHU CHUMKM Aa Ce CNoAENAT CaMO C Xoparta OT CriucbKa ¢
NOMATENV Ha YOBEKa, KOMTO UCKa Aa Kauu CHUMKaTa, U oLe no-gobpe — camo ¢ rpynara Ha Hai-6amuskm
NPUATENN OT PEaTHUA XUBOT. BaXKHO €, KOraTo Ceé CHUMa CbC CMapTQOH, A3 Ce YBEPUTE, Y& CHUMKKTE He
Ce KauyBaT aBTOMaTUUHO B npoduna Ha POAUTENA UK AETETO B CaiiToBe KaTo MHCrarpam Hanpumep. B
ApOOUAKTE CU B COLMANHUTE MPEXM TEROBA Aa CTe CUIYPHM, Ye CTe RACTPOWIK A0CTBINA 40 CHUMKUTE Cut
TaKa, Ye Aa ce BMKAaT camo ot npuarenute Bu. Col0TO Ce OTHACA ¥ 38 HACTPOMKUTE Ha OBNaYHU YCAYTH,
8 KOMTO Ce CbAbPKaT CHUMKU U HPOpMayms.

DANILLMBU HOBUHW — Coagatenute Ha GanlLvMen HOBUHY W3MNON3BAT TRAAKLMOHHY MEAUKHW NOXBETY
3a NPUBANYAHE BHUMaHUETO Ha YMTaTENIA, HaNpUMep NpoBOKUPALLM 3arnaBus, HO YCNABaT Aa Mo
3a0NYART U 0@ TO HaKaPaT 4a NOBAPBA, Ye MHOOPMaLMATA, KOATO YeTe, & UCTUHCKA.

Kak ga pasnosHaem GaniumuBuTe HOBUHH:

@ TIpaBeTe Pa3/InKa MEXAY XYMOPUCTUYHUA U CEPUO3HU HOBUHAPCKM CaliToOBE. 3annTaiiTe ce — nosHasare
AW MeOUATa ¥ UMaTe u 1 gosepue? TpoBepeTe AaNu 3arnaBMUeTo, KOETO YECTO & FPBMKOC i NOMMNO3HG
OTroBapA Ha CbAbPMaHWETO Ha HOBUHATa;

@ TIp0BEpETE AAJin KYDHAMMUCTLT € NOCONUN KOHKPETHO M3TOMHUKA Ha MHPODMaLUNR UAK KHBODMALUATE
ce Basupa Ha Apyra cTaTuA. pOBEPETE AaNN OCHOBHUAT USTOYHUK Ha MHOOPMAELMA € AOCTOBEPE.
BuHary nornexpanTe HayanoTo UK KPasa Ha CTaTUATa, KbAETO OBUKHOBEHO € NOCOYEH UBTOUYHUKLT Ha
UHOOPMALIMA. AKO Ce Kacae 3a MHPOPMaLMA, KOATO NPOU3NK3a OT AbPXKaBHA UHCTUTYLIUA, POBEPETE
opuuManHara 1 cTpanuua Aanu GUryp1pa Tasu HOBUHa UM NIOTbPCETE EKCNEpT N0 TEMATa OT AadeHara
MHCTUTYLMRA. AKO HE € NOCOYEeH M3TOYHUK, € PeJHO fia CE CbMHSABaTE B [OCTOBEDHCOCTTa Ha HOBUHaTA. B
OBEYETO [LOCTOBEDHM MaTepUany Ce NoCoUBa HaumMHa Ha CbbupaHe Ha HPOPMaLUATE U aBTOPE Ha
nyGankaumaTa. NpenopbunTenHo € Aa ce cpaBHu MHGOPMaLMATa, ako e nyBAUKYBaHa B PasAUuHM
U3TOUHULUN;

® AKO fionagHeTe Ha CTaTus, Ny6AnKyBaHa B HENO3HAT 3a Bac 6,107, a UHPOPMaLMATA HE e TUPaXKMpaHa
HYIKbE ApYraje, TOBa e 3HaK, Ye HOBMHaTa MoXe 61 e paniumnesa. BuHary Tbpcere u Apyru pesynTaTi no
TEMAT3, @ aKO T Ca MANKO WAU HUKaKBY, NO-A06pe He Pa3npoCTPaHABaiTe HOBUHATA:
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® fpoeepeTe AaraTa Ha NyBAUKaUNATA, T KATO HECTO CTapy W HEaKTya/iHM HOBUHU Ce NYCKAT KaTo
HOBH.

OHNAWH (KUBEP)TOPMO3bT npeAcTaBnaBa U3NON3BAHETO HA MHTEPHET 33 HaHACAHE Ha @MOLKOHaNHA
apeaa SbpXy Apyry xopa. TOPMO3bT B UHTEPHET MOXE a UMa pasninykyv Gopmu. Toit MOXe fa MUHaBa
ApE: PAsNPOCTPAHABAHE HA NOAUTP2BATENHU 1 OBUAHN CHUMKY U BUAEOKAMNOBE B CAUTOBE 32
cnogennHe Ha sugeocbabpkanue kato Vbox7 v YouTube, cb3aasaHe Ha Ganiunsu npoQuiin ¢ obraHo
ChObBOMEHME B coumanHn mpexu kato Ask.fm, Pelicbyk u UncTarpam, KakTo v B CboBLIEHNA ¥
w30BpaKeHUs B NDUAOKEHUS 33 KOMYHIUKALMA KaTo Ckaiin v Bailbbp, MK B M3NPaLLEHETO Ha 0BUAHY
CHOBLIEHUA U KOMEHRTaPY, B CbILUTE CaiiToBe U naatGopmu.

KPAMBATA HA NMPODUN (xakHaT npodun) npeacraBafBa NPUCBOABAHETO Ha YyXKA NoTpebuTencku
npodun & coumanta mpexa, rnnatdopma 3a obuwysaHe (Hanpumep PeicOyK), BNEKTPOHHE NOLWE WY
LADYT caliT. KpaBarta CraBa Bb3MOMKHA YPEes B/iM3aHe C MpaBu/iHaTa Naposia U HelHaTa NogMAHS C HOBa
W HeV3BECTHa 33 YOBEKa, Ha KOrOTO NpUHaSNeXu NPOOUILT. BbaMOXKHO e cies Kpaxbara rpoduibT ga
ce u3nonssa 6es 3HAHUETO 1 CHIAACMETO Ha MbPBOHAYaNHUA COOCTBEHUK. AKC Ha AeTe NoL
3a4B/DKUTENIHATE 33 TOBEUETO COUMaHU MPEXKU BB3PACT OT 13 roguHm (Ta3u Bb3pacT e Takasa, 3aloTo
FO-rOARMATE HACT OT NONYIRDHU COLNANHA MPEXW Ca aMEPUKAHCKM U NDaBuiaTa 3a NoisBanqe ca
Cw08pazeHi C aMepuKaHCKoTO 3aKOHOA4ATENCTBO) Ce Cb3aaBa cobcTaen npodus Bbe Pelichyk, MHOMD &
83XH0 npv n3bBopa Ha Bb3PacT 4a ce usdepe noa 18 rogukK, Thil KaTo 3a HEMBAHOASTHUTE
noTpedurent AMa BaXKHW JOMbAHUTENRHY 3aLUATK.

KPAMBATA HA NMYHU LAHHW e 1A KOMNIOTHPHO NPECTbI/IEHWE, NPY KOETO C& NDUACOUBAT YyHAM
SMYHM daHHY C Len UHAHCOoBA u3Mama Uau 3noynoTtpeba KaTo TerfieHe ot 6aHKOBa CMETKa, Wi
HaHAnAarCcTBaHe 3a KPELUT OT HYYXKAO0 MMe. Ta3u ONacHOCT NC NPUHLWI HE 3acsTa i10-MaNKUTe Aeua,
KOUTC HE NDUTEKABAT NUUHY AOKYMEHTU, BAHKOBY CMETKU MK KapTu. HO nNpy ThiiHeRAKbpuTe Haj 14-
rOAMLLHE Bb3PaCT TO3M DUCK CTaBa aKTyaneH.

OULLMHT ATAKMTE ca Haii-pasnpoctpaHeHata popma Ha MHTEPHET U3MaMa 1 LMPOKO U3NO/3BEH
MOXBaT OT KOMMIOTbPHM NMPECTLIHWULM 32 NOAYYaBaHe Ha BaXKHa UHPOPMaLMA. TOBaE NPECTbANEHUE CE
Hapuya ,duwmnr” {,phishing” — ,,3apubasane”, npousnusa or fishing — pubonos}, 3awore
ENIEKTDOHHUTE CHLOOLWEHNA, KOUTO Ce pasnpaluarT, ca KaTo ,BbaAvuM” C OCHOBHA LEN NOAYYaTENUTE Ja ce
»XB2HAT" Ha TAX NOPaJN CBOATA HEONMTHOCT U HEOCBEAGMEHOCT, KaTo UM OTTOBOPAT. [1pu puULLIMHra
M3MaMHNLUMTE DE3Npaillar eNexTPoHHa NoLwa, KOATC NPEeTeHAKWPa, Ye NABa OT NOYTEHE KOMMaHWS ¥ Ce
onuTez 4a ybeau noayyarens 4a Aaje BaXKHa IMYHA AU GUHAHCOBa MHGOPMaLA. ENeKTPOHHOTO
CoObUieHe OBUKHOBEHO MO/IM Aa Ce U3NPaTAT IMYHU JaHHU U AaHHYM 3a 6aHKOBa CMETKa B OTTOBOD MAN
Aa Ce BbBeAaT Ha yebcaliT, KbM KOUTO MMa Bpb3Ka. Te3u AaHHU Ca Hanpumep NoTPeBUTeNCKY MMERa,
n2po/v ¥ HOMEDE Ha KPBAMTHY KapTh.NONE3HO Aa 06bPHETE BHUMAHKUE HANULHE /1K &€ UHDODMaLMA 33
UMETO, aapeca ¥ Tene@ona Ha Teproseta. He nponyckaite fa npoBepuUTe v fani A0CTaBUKKDT &
NIOCONMIT U3DUYHO NPABOTO BU NO 32KOH /@ Ce OTKAXKETE OT NopbUKaTa B DaMKUTe Ha 14 Anu. MonesHo
v 6u0 fa npoyeTeTe 8bB GOPYMUTE OT3UBM OT APYrU NOTPebUTENU, KOUTO Beye ca nasapyBany oF
BLITPOCHUA E/IEKTPOHEH MarasuH, KbM KOMTO CTe Ce HAaCcouM/IU. ThProBELbT € ANbKEH Aa Bu
UHDOPMUPE 38 OCHOBHUTE XaPAKTEPUCTUKU Ha BCAKA OT NPeANaraHUTe OT HEero CTOKM U yeayri. Tod
Tpab8a Aa NOCOUM TAXHATE LEeHa C BKAIOYEHU BCUUKM JaHDbUY M TAKCH, KaKTO U CTOHHOCTTa Ha
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ROWEHCKUTE MilM TPDAHCTIODTHUTE PA3XOAM, aKO He Ce BK/AIOYEHM B KpaiHaTa LueHa. Ha calita chessa Aa
Fbie NOCOYEH HaYMHLT Ha NAALAHE, LOCTABKa U M3Mb/IHEHME Ha AOroBOpPa. Baile Npaso & Aa BbpHeTe,
2aKyneHaTa OT ENeKTPOHEH MarasuH CTOKa, aKo Ce OKaxe AedeKTHa. PeknamauuaTa cv1 3a AedexTrHa
CTOKa C/IeLBa 4a NPEAABUTE 3 HAKOM OT 0BEKTUTE Ha TbProBeLa, OT KOTO CTe & 3aKynuau. Axe
THOrOBELLT YBAXKU PEKNaMaumaTa Bu, B paMKuTe Ha Mecell TpabBa uimn Aa pemoHTHpa Se3nnarho 32
Bac CYOKATa Wi @ & 3aMeHN C HoBa. B cnyuait ye He ycrnee fja CTopu e4HO OT ABETE, CNefiBa uam Aa
HaMaNv LeHaTa, Ui Aa BbPHETE CTOKaTa, a ToW 4a Bu Bb3CcTaHoBM 3annaTeHara 3a Hes Cyma.

JALIMTA HA KOMMIOTHPHUTE MPEXU OT ONACHA ENEKTPOHHA MOLUA

1. He Tpabsa A2 ce nponsasa MHWLKATYBA 32 NOy4aBaHe Ha UMEWN NUCMA, UHTEPHET CTPaHULIA, KOUTO
npepnarat 6€3nAaTHU KK NAATEHWU YCAYTU U CTOKM, YeCTO npegsiaraliy Aa B1 U3MNPATAT NTPOMOLMY NO e-
mail. OTxaMKeTe Takasa Veayra.

7. Vimeiii anpechT ce CNOLENA CaMo Ny Hyaa. KoraTo ce npeaasa fo eAUH Van SRV NOBOA, T8
BHMM2BA 33 CAEHUTE [ BE Hella: TbPBO AaNy OPraHU3auUMUATa WY YOBEKDLT, KOUTO IO NOMYHABAT, LU BU
#3MPaTH HEXEeNaH UMENN; BTOPO, MOXE NN Aa Ce pa3uuTa, Ye MMeiN aapecsT Hama Aa 6bae AafieH Ha
TPETO ANLE.

3. He ce oTBapsT Umeinure 8 HeXXenaHa nowa. Hukora He ce oTBapaiite npukayeHu bainose 8
CbobLeHK] OT HENOSHAT U3Npailay. AKO He ce no3HaBa uMmeTo B noneto ,01”, He oTeapaiTe
fipuKaueHus Gain.

4. AKO Ce nosyuu HeouakBaHO CbobLLeHME CbC CTPAHEH NpuKadeH Gain OT No3HaT usnpawiay, To 6u
MOFAI0 Ag CbAbprKa 8upyc. MHOFO 310BpeAHN NPOTPaMyi Ce PasnpoCTPaHABaT A0 BCUYKY KOHTAKTH,
KOUTO HaMepAT B NollaTa Ha 3apa3eHna KOMNoTeP. TakMBa CbOBLLIEHMS YECTO MMaT CTPaHHa TeMa unu
“AME Ha npukadenus dain. Hecro TOBa € WerosuTo CbobLWEeHWe, HACbPUABALLC No/yYaTeNs A3 BUAN
KapTUHKa WK 42 NPOYeTe NPUKaYeH TEKCTOBM Gaitn. BUHaru M3MCKBaNTE NOTBbRIKAEHWE OT U3npaliaya,
neenn Aa oTBopUTE ChobuieHne uaK NnpuKadeH Gaiin oT TaKss BUA,

= [1pOBEpABa C& MbLAKOTO UME Ha NpUKayeHns daiin. CKPUTUTE PasIMPEHUA OT UMETO Ha daiina moraT
42 3abnyaat na orsopute 3apaseH NpuKayeH daitn oT uMeiina. BuHaru ce NpoBepaBa Aann UMenn
IDUNOKEHNETO NOKa3Ba MbJIHOTO UME Ha NPUKaveHna daiin, BKNIOUUTENHO PastMpeRueTo. Bupyen u
HEDBEU MOTAT 42 L8 ChibPHAT BbB GaiinoBe, KOUTO USTNENAAT KaTO KaPTHHKY, HallPUMEp €
pasivuperue Jpg. Ho @ Bb3MOXKHO 13 MMAT CKRUTO PasLMpPEHME, KaTo .EXE WAY VDS KbM UMETO Ha
daitna, KoeTo 03HaYaRa, Ye NPUKAYEHUAT Galn He e KaPTUHKA, 3 NPOrpama, KOSTO e ce CTapTupa, Lom
C& OTBOpU NpUKayeHus ain.

6. BHMMaBa ce ¢ GaniumsuTe npeaynpeXKaeHUa 3a Bupycu. aniumsuTe NpefynpexaeHUs 3a BUPYCH Ca
“3BeCTHYM KaTo ,hoaxes”. Tosa e danwmnso cbobuieHue, K0eTo noasexaa notpebutenute aa 8a pear, 4e
Ca DOMYYMIAN BUPYC ¥ TU HaCbpuasa A2 NPEenpaTaT npeaynpexaeHeTo Ha BCEKW, KOroTO NO3HaBaT.

7. He 0TBapaiTe umMeiis, CoAbpall HeXxenaHa peknama. Tol Mmoxe Aa 6bae U3N0A3BaH 32 NpeHacaHe
Ha Bupycy v yepsen. OT CbobparkeHus 3a CUTYPHOCT 61 TPAGBAsIO Aa U3TPUBATE BCULKM PEKNGMHM
CbO0LiEHUs OT HEMO3HaT U3NpPallaY BegHara, 6e3 aa rv oTeapaTe.
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8. He ce 13nON3Ba CAMO e0Ha NOLEHCKa KYTUR 33 BCUUKO. CneuuanncTuTe no KubepcurypHocot
NOENOPBYBAT 48 C& OTKPUBAET HAKONKO PAa3NUYHU NOWM U A3 Ce Pa3AensT No npesHasHaveHue.

S. WizbareaiiTe ColO TaKa Aa NPenpaware nMCMa MeXay HAKOKO Ballu NOLWEHCKU KYTUK.

10. He e npenopbuUnTEIHO 42 Ce nPenpalLaTt nUcMa A0 HAKO/IKO YoBeKa eaHoBpemeHHo. Ocobers
TaKkuBa, OT TMNa — ,NDenpaTeTe ro Ac 7 YOBEKa U LUe BU Ce CayuM Hewo xy6aBo” unu ,noMmorHere ra
GOnHOTC My AETE, KAaTO NPENPaTUTE TOBA NTUCMO HAa MHOFO XOPa, €AY KO CY LLie My Saae 33 BCeKY 3
umeitne 5 yedra”, Hanpumep. Tesu NUCMa ce PasnNPOCTPaAHABAT C U/ CbbBupaHe Ha AeACTBUTE/IRN
AMEeNns afpecy;, Thi KaTO NPY NPenpalwiaHe, KoM NUCMOTO ce A00aBAT aBTOMATULHO U afRECUTE Ha
npearute nonyyartent. Chef HAKONKO NPEnpailuaHus, B e4HO TaKOBa NUCMO Ce CbOUpaT HAKONKO

CTOTULIM DEA/THY UMENN agpeca, KOUTC Cnej ToBa ce NpogaBaT Ha GUpmu 3a cnam.

11. AKO BCE naK UcKaTe Aa NPEnpaTUTe HAKAKbB TEKCT MU KHOOPMaLMSA, KOATO CTE NOAYYUAK,
HONMUPAATE TEKCTa ¥ IO MBMNPATETE KaTO HOBO NMUCMO. He npenpalaitte npeaHoTo, 8biiDEKN ue e
NOUMAMIUBO TIC-NEcHo. Taka We NpesnasuTte NPUATENUTE cu OT Bbaell cnam.

12. AKO NOpaay HAKAKBA NPUYKHE AbDXKUTE Ja NPENPaTUTE OPUMMHANHOTO NUCMO, CAOXKETE aapeca B
BCC (Blind Carbon Copy) smecto B CC. Taka HUKOM OT NO/ly4aTenuTe HAMa Aa BUAW afDECUTE Ha npyrure
noay4arenw. lipuynHara Za ro Usnonssare He e fja CKPUETE NONyHaTENUTE eANK OT APYT, a A3 M
Apeanasure, B CAyYal Ye agpecHaTa KHura MAU eNEeKTPOHHATA NOLLA Ha HAKOM OT TAX CTaHe JOCTbhHA Ha
cnam-H0T (HanpuMep nopaay BUPYCHa KHOEKUUA Ha KOMNIOTLPA MY).

13. NeuanBa oT notapua: He cre cnevennnu. CnambpuTe U3NOA3BAT Haii-PasNUYHK NPUMAMANBHY
sarnaeuva Ha nUCMaTa, 3a 4a HakapaT noay4atens Aa ru otsopu. MHoro notpebutenn HaucTHa OTBapaT
noaoGuu nucma. Jopu Cnef, OTBapAHETO BeAHara Aa ro U3TPUETE, CaMCTO OTBapAHE Ha UCMCTO By
MOCT/I0 i@ NOTBBLPAM, Ye aAPEchT € PeaneH U Bue CTe ro NOAYHUAN.

14 Orn

L4, Ovnmcsane O GI0NeTHH, 32 KOUTO HE NOMHUTE A1a CTe C& 3anUCBanu. HecTo CPeliar METOL,
A3NO/ISBaH OT CNambpuTe 328 HAMKPAHE Ha aKTUBHWTE NOLIEHCKU agpeci. M3npaila ce BIONETUH C AKHK
3a 0TNUCBaHE (yX) OT NONY4aBaHETO My. OTNUCBAIKM CE, BCHHOCT NOTPEBUTENAT NOTBbPKAaBa, Ye
#3NONI3BA NOLWIEHCKATa KYTUA, C KOBTO BeAHara BAK3a B CNam siMCTuTe. BMecTo ga ce oTnucsare,
Gnokupaiite riosly4asaHeTo Ha MUCMa OT TO3M aapec.

15. He oTBapAiTe n4cma, KOWTO ca QUILMHT aTaku. Hali-a06PMAT HAUMH A3 ce 3awuTHTe ot o [HIZI3TS
8TaKM € KaTO HUKOra He OTBaPATE GULLMHT NUCMA, HO YECTO & TRYAHO A2 & Pa3fo3HaE KOe NHCMO &
OUUIKKHT ataka. Moxere ga ru pasnozHaeTe no:

@ OBpbuennero e "Dear Customer" nnu "Dear User”, a He BaweTo ume.

® B nUCMOTO NULlie, 4e aKayHTLT By e 6bae NpeKpaTeH B C/ly4ald, 4e He NOTBbPAUTE AaHHUTE CU
nesabasHo. /Hackopo cnambpute uznonasaxa nopobeH noxsat Korato Ckaiin ce cpuHa 3a 1 gex.
Pasnpocrparmxa ChoBLLeHUR, Y& CKaIN LWe YUCTU HeaKTUBHK QKaYHTU U Ce UCKaLIe fa ce pasnpaTu
cvobiyenre Ha noxe 15 notpebutens, 3a Aa ce AOKaXke akTuBHOCT./
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® VIMelNbT MABa OT aKayHT, NPUAMYaLL, HO He €4HaKbLB C TO3U, KOWTO M3NON3Ba U3BECTHa GUPMa,
opraHu3auma u aAp. AKO He CTe CUrYPHU Aanu NUCMOTO € GULLINHT UK He, Hal-A06pe e Aa He oTBapATe
JMHKOBE, KOMTO ca NyBAUKyBaHW B HETO, @ fja HaNMLWeTe Ha pPbKa ajpeca Ha caitta, KOUTO BU &
Heobxoaum.

@ AKO CTe ro/y4n/iv TakoBa NUCMO, 3a nNpearnodnTaHe e aa 61okupare agpeca, OT KOMTO e U3nNpaTeHo.
KoraTto ro 61i0kupaTe, Bue flaBate yKa3aHUsA Ha NOLLEHCKUAT K/IMEHT, Ye TOBa e cnam U He TpabBea aa ce
npuema. Moseyeto notpebutenu obaye NPOCTo UITPUBAT CNama v TOM NPOAb/IXKaBa Aa UABA B KYTUATA.
HacToswuTe npaBuia ca paspaboTeHu C ornes GopMupaHe Ha NOSIMTUKM B YUUIUILATE, KOUTO Aa
OpraHu3Mpar U3nosI3BaHETO Ha 06pa3oBaTENHUA NOTEHLMAN KAKTO HAa KOMMNIOTbPHaTa MpeXka Ha
obpa3oBaTtesiHaTa MHCTUTYLMA, TaKa U Ha rnobasiHaTa MpexKa, B CbYeTaHUe CbC CUCTEMA OT MEPKM 33
CUFYPHOCT 1 6€30MacHOCT Ha yyeHuuuTe. MpunaraHeTo UM Ha NpaKTUKa Leu noBullaBaHeTo Ha

MHGOPMMUPAHOCTTa U AUrUTaNHATa FPaMOTHOCT Ha OBLWHOCTTa OT AeLa, POAUTENN, YYUTENU, AUPEKTOPU
W CRYKUTENMN.

Mpuetu Ha Mepgaroruyecku coeer Ne :?2«../ ..Q.g:...a..:?.;ZOZG r. U yTBbpAEHU CbC 3anoBes Ha
pvpektopa Ne %294/ .74..89...... 2026 T.



